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intelligence counter terrori: technology resilience

Corporate Resilience for the Nation
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Civil Contingencies Act
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Implicit assumptions of the CCA
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Challenging the assumption:
Corporate Resilience Case study
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Workshop issues
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The effect of disproportionate emphasis
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The concept of risk (1)
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The concept of risk (2)

threat
vulnerabilities
impact/consequence
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Complex changing environment
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Drivers for Corporate Resilience
Source: Hamel & Valikangas Harvard Business Review 2003
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“Insanity: Doing the same thing over and over
again and expecting different results”
Albert Einstein
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Corporate Resilience Best Practice
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Workshop conclusions (1)




HOMELAND SECURITY & L3I 6

intelligence counter terrorism technology resilience

CR principals applicable at the national level
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Risk = f (threat, vulnerability, consequence)

"4

“‘we cannot promise 100% success: that would be an
insult to your intelligence and to my integrity to indicate
that we [the government] can ever guarantee that when
fighting terrorism.”

Former Home Secretary John Reid, May 2007

“‘while an unstable climate has obvious hard security

implications, the traditional tools of hard security — in

simple terms bombs and bullets — are not going to be
able to solve that problem.”

Former Foreign Secretary Margaret Becket, May 2007
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Government

- Central, Regional and Local

- Public sector Category 1 Responders. E.g. Local
Authorities, Emergency Services, Health Trusts,
Environment Agency

- Public sector Category 2 Responders. E.g., Airport
Authorities, Harbour Authorities, Health and Safety
Executive

Driven largely by CONTEST, Lead
Government System and Key Capabilities
Programme

Private Sector

- Private Sector Category 1 Responders

- Private Sector Category 2 Responders. E.g. Nationalised
critical utilities and transport providers

- General National Infrastructure

- General Private Sector

Many diverse drivers including the Civil
Contingencies Act, Business need to be secure to
prosper economically, Health & Safety at Work Act
and Corporate Social Responsibility
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Critical Assets, Services and Systems
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Providing operational continuity through the CCA
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Workshop conclusions (2)
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But what can be done differently?
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Summary




