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Vision

M SECRICOM

 Ability for responders to operate across

4

different European emergency
services / responder
agencies as one
cohesive unit at the
time of a crisis

Secure communication ﬂ
system during a csm “‘ S
crisis with technical  ~ 7
iInteroperabllity built into the design - A




International Border




Principle of Crisis Management MSECRICOM
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Interoperability

Definition:
The capability of two or more
organisations or discrete parts of

the same organisation to exchange

decision-critical information
and to use the information
that has been exchanged.

Clearly, interoperability ranges
from organisational to technical
aspects all of which must be
‘harmonised’ in order to
achieve full interoperability.

Layers of Interoperability

M SECRICOM

High Level Objectives
Harmonised Strategy/Doctrines
Aligned Operations
Aligned Procedures

Knowledge

Data/Object Model Interoperability

Protocol Interoperability

Scope: The technical aspects
of Interoperability

Organisational
Aspec

X

Technical
Aspects
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Project Approach

User Requirements
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Capability Gap Analysis

User /

Stakeholder
Requirement

What is the
link?

Existing
Technology

Solutions 7
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Top level User Requirements

Preserve Life.

.. 1.0
Minimise damage to Crisis
> Strategic
p ro p erty . Intentions

Minimise disruption of
communities.
Preserve evidence.
Preservation of the
environment.
Restore normality.

1.2
Command
and Control

122 1.2.3

1.21 Influence and
. o Resource .
Direct logistics inform

Deployment Media
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Core Functions
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Capability Gap Analysis
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User /
Stakeholder

Requirement

, Captured
as |IERs
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What is an IER?
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M SECRICOM

An IER Is the
“Unconstrained User
Requirement for
Information Exchange”
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Information Exchange
Requirements

e Key Information required:
— Source & Destination

— Information Type (e.g. Voice, Data)
— Size (linked to Information Type)
— Timeliness (“worst case time to delivery”)

« Additional Information required:
— Criticality
— Other analysis attributes
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Capability Gap Analysis

User /

Captured
Stakeholder as IERs Scenario

Requirement /

Analysis in the
context of a
Scenario

A\ 4

16 4

SEVENTH FRAMEWORK
PROGRAMME



M SECRICOM

e Country ‘A’ reservoir (close to state border with
country ‘B’) is under repair

 Heavy rain causes water level to rise
« Expert advice — wall collapse in 72 Hours

e Threat to:
— Urban environment
— Chemical plant
— Power plant
— Transport / Communications Infrastructure

 Wall collapses in 48 Hours 7

Scenario outline
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Scenario

. n - ¥ Vignette
Ime
0 Hours [ T +18 A8Hrs Ty 72 Hrs
8 110 - SEEEIE Risk Assess
+8Hrs Establish Ald Vietims

Protect Environment

Strategic Command __ \edia briefing / monitoring -

(Fixed) .

+10Hrs Establish Start Dead + o

Incident Command Evacuation Survivors Investigation ——
(Nomadic) Harden Where to?

+18Hrs Establish Defences Identity (DVI)_ R
Ground Command

_ Damage
(Mobile) limitation 7
18

SEVENTH FRAMEWORK
PROGRAMME




Use Case (Vignette Example) M SECRICOM

Chemical Plant Explosion

)

1.0
Manage chemical
plant explosion
and
noxious cloud
incident
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RlalaRed |
Use Case (Vignette Example) M SECRICOM

1.7
Preservation
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public order




Capability Gap Analysis

User /
kehold , Captured
Stakeholder as IERs Scenario
Requirement /
Direct link between Analysis in the
equir:(mﬁnltdand context of a
Stakeholder .
Requirements Scenario
v
Identify IERs not supported ldentify IERs
by Technology Solutions supported by
(Equipment or Technology
Interoperability) Solutions Existing
_ Technology
System Requirements Solutions

for “New Capability” 7
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Typical Command and Control
for Crisis Management

Extends across
International
borders

Extends across

different

agencies
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IER Analysis
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IER Analysis
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IER Analysis

Congestion of
Communications
Architecture

Reg
ongestion:
Ndos |/
25%
Utfity 25%> X <50%
N 50%> X <75%
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Benefits to the Stakeholder

e User driven process for requirements capture
e Requirements emerge from realistic scenario
* Requirements become scenario independent

 Clear audit trail from requirements through
systems requirements to final demonstrator
test
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Resilience & Risk

Risk - a future uncertain event that could influence the achievement
of departmental objectives and statutory obligations;

— In our case: influence the achievement of an Information Exchange
Requirement;

Risk -The product of Threat and Vulnerability;
Vulnerability - The feature or characteristic of an Asset that could

" be exploited in an attack;

27

Asset — A tangible or intangible entity which contributes to the
achievement of the objective;

Threat - The probability or likelihood of an attack taking place
based on Capability and Intent;

Risk — Measured in terms of Impact and Likelihood,;
Asset Value — Measured in terms of the Impact on the objectives if

the asset is compromised.
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Resilience

e Focus resilience measures on those areas
where the vulnerable asset value is high;

 |[ERSs identify the criticality of assets;
* Interoperability aids resilience;

 Multi-bearer routing enables seamless
communication and graceful degradation.

4
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System Architecture and
Solution Technologies

Clear Need for communications that can be relied upon
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System Requirements:
Strategic/Forward Command Connectivity

Satellite
Communications

Forward Command with
Internal WiFi + Ethernet
for End Users

Forward Command with

Internal WiFi + Ethernet
for End Users

Forward Command with

Strategic
Command

Internal WiFi + Ethernet
for End Users

r, Al
QinetiQ gt

www.QinetiQ.com
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System Requirements: | _MSECR,COM

Forward-Command/Operations Connectivit

Mobile
M/SDR/WiMax/WiFi/CB/Ham)

1
Fi il
I i+ E t
End L
r \
- (]
wwew Qe tic.com
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System Requirements:
Holistic High Level View

M SECRICOM

The communications system architecture allows:

eTechnical interoperability:
Able to extend comms
across different agencies
and countries.

eService expandability:
Able to extend comms
Into areas of poor coverage.

//?
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Smartphones, PDAs and ruggedized Mobile Wi-Fi network
devices

System Convergence
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33 SEVENTH FRAMEWORK

PROGRAMME



Thank you for your attention £l SECRICOM

SECRICOM Website (www.secricom.eu)

QinetiQ Website (www.QinetiQ.com)

Rich Edwards

Tel: +44 (0) 2392 31 2259
Mobile: +44 (0) 7825762555
E-mail: raedwardsl@qinetig.com
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