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A Collaborative Approach to Best Practice Developme nt 
Use of an Enterprise Architecture Framework in the CNI



• Best practice means finding - and using - the best wa ys of 
working to achieve your objectives. 

• It involves keeping up to date - in your sector and others.

• And measuring your ways of working against those us ed by the 
market leaders, not just next door but Worldwide.

• Applying best practice means learning from and thro ugh the 
experience of others……… .

What do we mean by Best Practice? 



…..which is about Collaboration

We’ve seen some really good progress in the CNI

• CPNI formation

• A real focus on the CNI (Lord West / National Security Strategy)

But the scale and complexity of threats are still w ith us and are 
likely to be so for at least a further generation – closer collaboration 
– by industry in particular, can achieve so much mor e…

• Good practices are often developed in “stovepipes”

• Lessons are often not learned – and when they are ar e often not  
shared



Which isn’t good…

Source: CPNI
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The national infrastructure is 
the underlying framework of 
facilities, systems, sites and 
networks necessary for the 

functioning of the country and 
the delivery of the essential 
services which we rely on in 
every aspect of our daily life.

…when the issues we face are shared across a common , complex ‘System’



This is the premise for CNI SCAN
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““None of us is as None of us is as 
smart as all of ussmart as all of us””

(Japanese (Japanese 
Proverb)Proverb)

A programme that transcends boundaries to capture, define, 
test and share best practice



This is the premise for CNI Scan
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A sharing of expertise and resource by the programm e partners



This is the premise for CNI SCAN
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Underpinning SCAN (Shared Capability Advisory Netwo rk) with

• CNI Operation

•Operational Risk and Resilience

• Human Factors

• Systems Engineering

• IA, IM and IX

• Visualisation and Scenario Planning

• Enterprise Architecture

• Horizon Scanning & Knowledge Transfer

• Commercial Risk Benefits Analysis

• Policy & Doctrine Development

• Programme & Project Design & Management



For the tools and techniques to move 
from Good to to Best Practice…

Individual organisation 
Good Practice

Whole System 
Best Practice 
Approach

Individual organisation 
Good Practice

Individual organisation 
Good Practice

Individual organisation 
Good Practice

Individual organisation 
Good Practice

O
rganisational D

ifferences 

Risk
Management

Cris
is

Man
age

men
t

S
ec

ur
i ty

M
a

na
ge

m
en

t

Business Continuity
Management

D
isaster

R
ecovery

Threat,
Vulnerability,

Risk,
Identification

Assessment / Audit

…through a system level approach;

‘capturing interdependencies’

across the supply chain 
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… using an interoperable Toolkit;

Civilianised MODAF

Best Practice, Benchmarks, Standards

Training & Exercises

Risk & Resilience Methodology

Systems Engineering
Processes

Human Factors

Visualisation & Experimentation
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For the tools and techniques to move 
from Good to to Best Practice…



Individual organisation 
Good Practice

Whole System 
Best Practice 
Approach

Individual organisation 
Good Practice

Individual organisation 
Good Practice

Individual organisation 
Good Practice

Individual organisation 
Good Practice

O
rganisational D

ifferences 

Risk
Management

Cris
is

Man
age

men
t

S
ec

ur
i ty

M
a

na
ge

m
en

t

Business Continuity
Management

D
isaster

R
ecovery

Threat,
Vulnerability,

Risk,
Identification

Assessment / Audit

… and a framework for information collection;

People

Systems Information

Processes

Management

External Environment

� Political
� Economic
� Social
� Technological
� Legislative
� Environmental
� Market/Industry

Internal 
Environment

Organisational
System

For the tools and techniques to move 
from Good to to Best Practice…
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…built on a supporting MODAF Architecture Framework;  

For the tools and techniques to move 
from Good to to Best Practice…
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…delivering holistic Resilience Management.
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For the tools and techniques to move 
from Good to to Best Practice…



And Outputs are…

The learning generatedlearning generated from the CNI SCAN Projects will 
feed development of system level best practicesystem level best practice

approaches spanning the complex web that is today’s CNI.  

For sharingsharing and continuous improvementcontinuous improvement with 
stakeholders across the supply chain.
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Reducing Vulnerability  
through a ‘joined-up’ approach

Common Operating Pictures (COP) Common Operating Plan Code of Practice

Shared Situational Awareness



CNI & Defence Parallels

• Working across ‘stovepipes’ in complex, 
disparate and challenging environments

• Managing time sensitive information and time 
and safety critical decisions

• Similar operational issues:

� Information Management (IM)
� Information Exploitation (IX)
� Information Assurance (IA)
� Shared Situational Awareness (SSA)
� Common Operating Pictures (COP)
� User Workload
� Command Decision Quality
� Mission Planning/Mission Rehearsal (MP/MR)
� Training Effectiveness and Readiness

• Difficult to identify, capture and share best 
practice 

• MOD use an Architecture Framework (MODAF) 
to capture, analyse and procure complex 
systems



What is MODAF?

• MODAF is the Ministry of Defence Architecture 
Framework

• It is based on the DoD Architecture Framework 
(DoDAF) with added views to support acquisition

• MODAF has been adapted by NATO (NAF), and 
has been used to help develop the Home Office 
Information, Systems and Technology Strategy

• Developed to address the complexity of Systems 
of Systems – as the CNI is recognised to be.

• Provides a number of viewpoints to define your 
programme:

� Scenario based Operational Views
� Solution based System Views
� Also Strategic and Acquisition Views

• Used across all MoD Acquisition Programmes

• We are now beginning to trial its use in the CNI …



CNI Architecture Framework …
Built on MODAF

9 CNI Sectors

Cross CNI 
Best Practice

6 MODAF viewpoints

3 timeframes 
(Current, Interim, Planned)



An example of MODAF Use

Key: OV = Operational View; SV = System View

Scenario captured in OV1
Organisation

captured in OV4 Workflow
captured
in OV5

Operational timeline
captured in OV6c

Systems supporting operational
timeline captured in SV10c

Knowledge captured in
architecture repository

Knowledge informs
next programmes

CNI AF
Repository



CNI Architecture Framework: 
Timeframes

Development ‘J
ourney’

1. Current State 

2. Interim State 

3. Target State 



CNI SCAN Collaborative Projects

Begin to build a model of 
the CNI in a MODAF 

Repository

Generate top down 
MODAF Strategic Views 

of the CNI 

Capture processes using 
MODAF views across the 3 

timeframes (Current,  
Interim, Target states)

Conduct Proving Phase 
projects across the CNI 

Domains

Identify and share 
best practice across 

the CNI



CNI SCAN – Proving Phase Schedule

Programme Office Activities

Study 1 Project 1

Study 2 Project 2

Study 3 Project 3

Q2’ 08 Q3’ 08 Q4’ 08 Q1’ 09 Q2’ 09 Q3’ 09 Q4’09

Exercise 1 Exercise 2 Exercise 3

• Feasibility Studies: 6-8 weeks /  Follow-on Projects: 6 months /  Exercises: 2 days 



Next Steps – CNI SCAN Exercises

• CNI SCAN Exercise 1 (planned for Q3 08):

� Mixture of CNI Practitioners and Policy makers
� Planned as a 2 day facilitated workshop at Shrivenham
� Addressing Information Assurance and relationships with the Civil Contingencies Act

• CNI SCAN Exercise 2 (planned for Q1 09):  

� Multi-site federated scenario based visualisation

HMG Policy Advice
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In the CNI ‘for the Benefit of the CNI’

Common Operating Pictures (COP) Common Operating Plan Code of Practice
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