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The Resilience of the Police within the System



“those assets, services or systems that support the economic, 
political and social life of the United Kingdom whose 

importance is such that any loss or compromise would have 
life-threatening, serious economic, or other grave social 

consequences for the community, or would otherwise be of 
immediate concern to the Government.

The CNI: 
Baroness Scotland to Parliament



CNI SCAN – Programme Overview (Recap) 

Context

� UK Resilience Stakeholders recognise a need 
to reduce the vulnerability of the UK CNI to 
major disruptions:

� Isolated good practice but 
interdependencies neglectedinterdependencies neglected

� Pitt Review highlighted that the CNICNI is a 
“system of systems”

�� Lack ofLack of multi-stakeholder collaborationcollaboration
(public / private)

� CCS leading strategy / policy updatestrategy / policy update
e.g. CCA enhancement

�� Inclusive approach requiredInclusive approach required to engage 
the private sector

The ProgrammeThe Programme

�� Series of ProjectsSeries of Projects conducted for key 
CNI “Systems”

Systems architecture defined / 
captured

Potential issues / gaps identified via 
structured analysis

Exploration of issues / gaps via 
scenario-based visualisations

Improvements options proposed 
across Lines of Development

�� Knowledge Capture and Transfer Knowledge Capture and Transfer 



CNI SCAN – Status Update

�� Pilot projectsPilot projects are being conducted across theacross the CNI SectorsCNI Sectors

� This is enabling us to prove and enhance theprove and enhance the methodologymethodology

�� First project underwayFirst project underway at Milford Haven with good progressgood progress
as the initial feasibility study nears completion 

�� We have identified aWe have identified a range of other candidate projectsrange of other candidate projects

� Support to the Pitt Review:

- “Need consistent approachesconsistent approaches to understand riskunderstand risk and knock on effects between sectorsbetween sectors ””

- “Signs of some positive industry ledpositive industry led cross sector aactivitiesctivities …..such as CNI SCANCNI SCAN””

� Working with Gold Standard to complementGold Standard to complement their scenarios and exercises

- Closing the loopClosing the loop between strategic decision makersstrategic decision makers and implementersimplementers ……

- …to ensure that ““ lessons identifiedlessons identified ”” become ““ lessons learnedlessons learned ””



Gold Standard

Building UK Resilience
Gold Standard

Simulation for Catastrophic Disaster
Emergency Management Exercises 

at the Strategic level

Gold Standard
Simulation for Catastrophic Disaster
Emergency Management Exercises 

at the Strategic level



Pitt Report:
CNI, Threats and the National Security Strategy

“The National Security Strategy takes a holistic
approach, covering crime, pandemics and natural
hazards, such as flooding, in addition to traditional
security threats”;

“Natural hazards are a security issue on the basis 
that they can affect large numbers of UK citizens and
demand some of the same responses as more
traditional security threats, including terrorism”.
Section 5, 14.22



Pitt Report:  
System approach to building resilience in the CNI

Pitt includes strong support for a systemic 
programme to reduce the disruption caused by 
natural hazards to critical infrastructure and 
essential services.
Section 5, 14.15
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What is a Systemic Approach to the the CNI?
Reducing Vulnerability – Increasing Resilience

Common Operating PicturesCommon Operating PicturesCommon Operating Pictures Common Operating PlanCommon Operating PlanCommon Operating Plan Code of PracticeCode of PracticeCode of Practice

Shared Situational Awareness



Pitt Report:  
Protecting the CNI

To date, the Government’s programme to reduce 
the vulnerability of critical infrastructure to 
terrorism and national security threats has been 
fundamentally about  increasing protective 
security.
Section 5, 14.20



O’Connor and the CCA 

Like Counter Terrorism, Civil Contingencies is a category of 
Protective Services per the O’Connor Report into the strategic 
capability and capacity of the police.

The Police, the CNI and the System within which they all sit 
are interdependent, interconnected and the resilience of one 

is the resilience of all.



With a significant portion of the CNI owned or operated by the 
Private Sector……..

……..and any significant terrorist or natural disaster 
happening somewhere in the system which the Private Sector 

owns, operates, is dependent upon or supports……

……is there an obligation for the CNI to provide more 
assistance to itself, to the system and importantly to the 

Police (either voluntarily or through legislation) in times of 
stress or emergency?

O’Connor and the CCA: 
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Whole System 
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Another way of looking at it …
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Knowledge Transfer 
Repeatable Methodology for System Vulnerabilities

• To span the complex web of People, Processes, Systems, Technology 
and Governance that is today’s CNI;

• Supporting inter-agency co-operation, training and exercises;

• Project Gold Standard, part of the Cabinet Office Programme that 
strategically supports UK National Security and Resilience;

Creating an iterative loop between strategic decisi on 
makers and those implementing decisions around inte r-

agency-co-operation and strategic planning for majo r 
events, contingency plans or major disasters.
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