


NRE BACKGROUND

• Stemmed from requests to fund local extranets
– Secure environment

– Share multi-agency documentation

– Lots of applications for funding

• Cabinet Office decided to fund a national extranet
– Requirement to store & manage RESTRICTED information

– Create areas for local, regional & national levels

– Provide a “one view for all” information picture

– Enhance communication & multi-agency interoperability

– Web based, fully resilient & managed service

– Contract awarded to BT & UED in Sept 2008



WHO IS IT FOR?

• Designed for 12,000 users
– 6,000 concurrent users
– System will be scalable if required
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HOW DO I CONNECT?



HOW SECURE IS IT?

• Runs on GSi accredited networks
• PKI certificate for use on ROTI access
• Syntaxis architecture & secure gateways used by MoD

– CESG approved
– IA&S (formally CSIA) within Cabinet Office

• Document / File security:
– can be made available to the whole community
– or locked down to a specific organisation, work group or user(s)
– further restricted to read only if required
– full audit trail of who accesses what & when
– all files scanned when uploaded for viruses / malware
– synchronous back up to geographically separate DR site



WHAT AM I BUYING?

• Atlas COLLABORATE
• Day to day planning & information sharing tool
• Fully managed service (99.6% availability)
• Browser based: supported on IE 6 & 7 or FF1.5 >
• £85 per user per annum



NRE INTEGRATED SOLUTIONS
Optional Geographic Information Systems Package

Optional Emergency Information Management Package

Core day to day Information Sharing & 
Collaborative Working Package
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BENEFITS OF IMPLEMENTATION

• During planning & incidents - accurate, up to date 
information available to all Partners 
– all required participants fully & electronically engaged.

• All reference information required will be held & updated 
in one secure place

• Information up to RESTRICTED level will be transferable 
electronically between all Partners for the first time.

• Solution will be run completely as a managed service
– increased reliability & resilience 

– disaster recovery performance improved

– Suppliers ensure all applications are current for all users



WHAT ORGANISATIONS NEED TO DO

• Identify who needs to subscribe for the solution to be 
practically usable by the organisation

• Each subscribing organisation needs at least one lead 
officer (Sponsor) who is trained & able to use the system

• Staff identified as Sponsors & Administrators receive 
classroom based training from Datel & cascade this 
learning down to other users within the organisation

• Start to use the system effectively, working to the 
Standard Operating Procedures…



COLLABORATE TRAINING

• Classroom based:
– Sponsors (which are super users) – minimum of one 

in each organisation
– Group Administrators (manage the workgroups) –

minimum of one for each group
– Train the trainer (train a “standard” user in 30 mins)
– Go to Datel’s site or Datel will come to you

• Syllabus:
– One day
– How to use the system both functionally & 

procedurally



SERVICE SPECIFICATION

• Formerly the Code of Connection:

– to be signed by Organisation’s CEO or Senior Officer 
or equivalent

• Reviewed on a regular basis

• Available to view on-line

– Outlines responsibility for:
• Staff clearances (BPSS as a minimum)

• Actions on staff misuse of NRE

• Sponsorship of organisation outside of CCA

• Procedures for duty officer log-ins (role based)



CODE OF PRACTICE

• Also known as the End User Security Agreement:

– To be issued to each user
• Outline responsibilities for use of NRE

• Username, password

• What level of documents can be added

• Granting access to information

– Handling requirements for information held
• Restricted, protect, unclassified or personal

• Covers both electronic & hard copy

• Acceptable types of computers used



FREEDOM OF INFORMATION

• The originator owns their own data not CCS

• Other organisations / users information:

– if you have access via the NRE, you do not hold it for FOI 
purposes

– if you print hard copy or download others’ work & store it in 
your own filing system, then you now hold it for FOI 
purposes

– remember PM material should be printed off only if 
necessary & shared with others on a “need to know” basis

• Organisations respond to FOI requests following their 
own FOI procedures



DATA PROTECTION

• Any personal data must be:

– fairly & lawfully processed

– processed for specified purposes

– adequate, relevant & not excessive

– accurate 

– kept securely

– kept for no longer than is necessary

– processed in line with the individual’s rights 

• Obligation is both on the Suppliers & the Subscribers



ROADMAP

• December
– UAT 7th – 11th December
– Early Implementers 14th Dec onwards

• January
– Phased roll-out to a controlled group of organisations
– Pilot commences

• February
– Gradually bring on more organisations
– Receive feedback on modules & refine user protocols

• March
– First national user group
– 6,000 mile service & release V1.1



CONTACT DETAILS

NREenquiries@cabinet-office.x.gsi.gov.uk

www.resilience-extranet.co.uk (NRE forum)

Further info: UK Resilience web pages under 
Resilient Telecommunications 



Questions???


