ING'S

LN ‘?‘“ ooy ‘H .?J ﬂ' N

University of London

RUSI 4t Annual S&T Conference for Homela

Security and Resilience
25 June 2008

ear in reflectic




ING'S
College
LONDO

University of London

Emergence c




[ 0 .
ING'S Emergence of National Security
College

LONDON Strategy
University of London Three strategic principles

Helping create
confidence that
major risks facir
at home anc
abroad ar

' [




ING'S Emergence of National Security
College
LONDO Strategy
llﬂh‘ﬂl‘ﬁh‘nfl.mdunApply

ticipatory

Working on likelil
vulnerability 2




o INGS Emergence of National Security

L ON Strategy

ersts oo A ply Build
iticipatory ovyerall national
olicies resilience

Greater vulne
advancec

Criti




ING'S Emergence of National Security
College

LONDON Strategy

— Building

ticipatory  gyerall national
| S resilience

CT Strategy f
emb?d e

@




ING'S
wﬁﬁﬁf Are we looking sufficiently far ahead?

University of London

Developments at network, cell and individual lev

ow the internet is changing their communicati
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IING>'S Is ‘detection’ technology and methodology
LONDON improving in practice?

University of London

The location, operations and aspirations of suspected
terrorists

eir modus operandi for attacks

ommunications, logistics, training and financi

ion and reconnaissance and a




KINGS Do we have a better handle on who we are trying to
LONDO detect, and how?

University of London

o A core of activists: experienced and trained AQ-related terrorists,
able to inspire, plan and mount complex terrorist attacks

o Radicalised individuals prepared to provide practical support,
financing and at times are able to conduct criminal acts of
terrorism of their own through informal networks

o Those who operate ‘gateways’; finding those who follow the
intolerant extremist ‘cult’ ideology - a world-view backed by a
powerful and graphic narrative of religious righteousness and
victimisation, widely accessible through the internet

o Those who may provide extremists access to CBRNE means

o Those who may seek to copy terror tactics for other causes
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iz Do we have a better understanding of what we are

LONDO trying to prevent? AQ strategy
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o Ends: religion and state unified under Shari'a over all Muslim
lands, free of Western influence (Caliphate)

o Ways: weaken enemy, build strength, return to local fights

. Cast the US, Israel and the West as the ‘crusading’ and
invading enemy (culturally as well as militarily)

. Diminish the perceived power of the US and allies forcing
their retreat, thus reducing their ability to frustrate Islamist
revolution

o Means: extreme terrorism to expose weakness of the West,
and to create revolutionary consciousness of Ummah with
sense of personal duty to join the ‘defensive’ struggle




Delivery of campaign plans: but against what
timescale and threat?

PREVENT
terrorism by tackling its underlying roots
Work to resolve regional conflicts; support good |
governance and reform; diminish support for

terrorists in hearts and minds
L To reduce the
threat

PURSUE
terrorists and those that sponsor them
Improve understanding of terrorist networks;
track them down; disrupt them and, where we To reduce
can, bring them to justice

the risk




INGS — Deploying resources as part of a coherent secur
LONDON strategy
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Keeping terrorism in proportion: one of the risks of the
century to be managed in a national security strategy:

Pursue all 4 ‘P’s in cooperation: Prevent, Pursue, Pro
d Prepare

ucture programmes : immigration and
identity, passenger and cargo

detection, and ??




INGS — Deploying resources as part of a coherent secur
LONDON strategy
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Where is the single security budget? How does governmer
organise horizon scanning?

essons from the last year: water, power, fuel etc. Bal
estment across the risk = reducing likelihood x

d Maximin defensive investment:
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LONDO Findings of the Chief Scientific Adviser

University of London

ethe need for a strategic approach;
eeffective management of science;

ejoint working (both across disciplines and
stakeholder groups);

eovercoming the obstacles to the use of
science;

epublication and knowledge transfer; and
euse of external scientific advice and expertise;




ING'S
College Relevant technology

‘clusters’

LONDO

University of London







IS an allilance o

=suppliers

=trade associations: BSIA, DMA (inc APPSS and NE
Intellect, SBAC

»think-tanks (outreach to academia)

orovides a channel of communication with Go




RISC's aspirations:

=Help make Britain’s defences more versatile and agile
=Help better pull-through of technology from industry

*A long-term relationship between RISC and Governt
that will yield knowledge of capability that is neede




RISC and Government: work in progress

=Industrial Advisory Groups
April: first groups being launched in key sectors

1)CBRN[2) ICT13) Standoff detection from suicide
bombers(4) Critical National Infrastructure Protec

being examined include: joint work ol

tional co-operation including




ISC next steps

=For further information on RISC, plez




